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Diameter IPX Network End-to-End Security Solution
The working group Diameter End-to-End Security Solution (DESS) consists of members of the GSMA Fraud and Security Group (FASG). In early 2018 this group liaised with 3GPP SA3 about the “Requirements for e2e core network interconnection security” for 5G in TS 33.501.
[bookmark: _Toc524553341][bookmark: _Toc3993096]Now DESS has drafted the guidelines for a corresponding IPX network end-to-end security solution with Diameter for LTE networks. Because such a solution is of particular and immediate interest for GSMA members, DESS has taken the approach of defining a proposed solution before sharing this output with 3GPP SA3.
Extensions to the use of Diameter on the mobile network, particularly the introduction of the S6c interface to transmit SMS messages over Diameter, require the introduction of adequate security controls. 
Although DESS strived for close alignment with the ‘security by design’ solution for 5G, there are technical and operational considerations that hinder the implementation of exactly the same mechanism in Diameter, as follows: 
· The solution needs to be ‘light touch’ in order to limit the impact and investments for operators to add the DESS solution in the already existing Diameter networks, like the avoidance of backward incompatibility issues with the routing of Diameter messages via present DRA implementations.
· The solution needs to avoid frustrating the existing practices of IPX providers. These practices may include corrective actions like the insertion of missing routing information, filtering actions or modifications based on specific service policies.
· The short lead time desired for implementation and rollout of the solution, considering that Diameter is a key protocol in 4G for use cases like:
· Support of IoT services with the Diameter T7 interface between SCEF and IWK-SCEF for interworking with packet networks and applications
· Support of location services with the Diameter SLg interface between GMLC and MME.
· The availability of this security solution is a prerequisite for SMS support via Diameter interconnections because of the fraud risks that SMS entails.
Consequently, DESS made a comprehensive evaluation of different implementation options based on criteria, including backward compatibility, General Data Protection Regulations (GDPR) compliance, perfect forward secrecy (PFS) support, time for implementation and rollout, and asymmetric versus symmetric cryptography.
As a result, the following implementation principles were agreed for the end-to-end protection mechanism with Diameter:
· For confidentiality protection a solution using symmetric encryption with an asymmetric handshake within Diameter to have a simple key management process was defined. No keys other than the operator’s public key(s) have to be shared between roaming partners. Encryption only applies to a minimal set of AVPs used for the transfer of user content and other privacy sensitive information, such as authentication vectors. Encrypted data will be transferred in an encryption container AVP.
· The entire contents of the message (including the encryption container but except for the Route-Record AVP) will be integrity protected using asymmetric cryptography. A digital signature AVP is added. In case an intermediate IPX provider makes modifications, it will re-sign the message and overwrite the digital signature. It is up to operators to grant and verify the respective IPX providers’ behaviour for the operator’s peer relationships over the IPX network.
Please note that we have made an explicit split between the use of asymmetric cryptography for integrity protection and symmetric cryptography for confidentiality protection considering the existing eco-system with IPX providers.
In parallel the feasibility and the performance aspects of the solution are being validated in a proof of concept between KPN and P1 Security, including the transfer via existing DRA implementations. 
Action Required
The latest draft of the proposed guidelines for the Diameter IPX network end-to-end security solution is included in the following sections of this document. Please note that although the solution is considered a stable draft within DESS, it doesn’t yet represent a final and approved GSMA output. 
We appreciate the expertise of 3GPP SA3 and kindly ask SA3 to assess the proposed solution in the light of the considerations described above and provide feedback to DESS. 
It is the understanding of DESS that these procedures are referring to functional elements not part of the 3GPP standards. Therefor DESS believes the functionality needs to be defined in GSMA documents.
Next Meetings
DESS#32 – 18 April 2019
DESS#33 – 9 May 2019
DESS#34 – 30 May 2019
DESS#35 – 20 Jun 2019


[bookmark: _Ref3981058][bookmark: _Toc3993089][bookmark: _Toc506554913]Diameter IPX Network End-to-End Security Solution 
[bookmark: _Toc524553334][bookmark: _Toc3993090]Introduction
[bookmark: _Toc506554914][bookmark: _Toc524553335][bookmark: _Toc3993091]Overview
This Annex provides the Diameter specific guidelines on how signalling exchanges within the Internetwork Packet Exchange (IPX) ecosystem should be protected. The high-level protocol agnostic guidelines of this IPX network end-to-end security solution are described in GSMA PRD FS.21 [57].
[bookmark: _Toc506554915][bookmark: _Toc524553336][bookmark: _Toc3993092]Scope
The Annex provides guidelines on what to protect, where to protect and how to protect the exchange of Diameter messages within the IPX ecosystem. Therefore the scope is limited to inter-network exchange between service providers only. Parts of the solution or solution directions however may be used for intra-network messages within service providers too. 
The scope of this Annex is limited to provide guidelines on providing integrity, authentication and confidentiality only. It does not outline the risk classification of AVPs and recommends which AVPs to expect within certain circumstances. The general security guidelines for IPX providers and service providers with regards to Diameter Firewall, see Annex B, should still be taken into account. This Annex aims to strengthen the security within the IPX ecosystem by adding measures to protocol itself.
This mechanism for Diameter is aligned the integrity and confidentiality protection for 5G with the service based architecture with Hyper-Text Transfer Protocol (HTTP) objects and JavaScript Object Notation (JSON) object notation. 
[bookmark: _Toc524553337][bookmark: _Toc3993093]The IPX ecosystem with Diameter
[bookmark: _Toc506554923][bookmark: _Toc524553338][bookmark: _Toc3993094]Interconnection model of the IPX network
In EPC roaming, to exchange Diameter signalling messages on the inter-PLMN interface both service providers and IPX providers usually use Diameter Edge Agents (DEA) on the edge of the network as described in IR.88 [9] and the clarifications of the services that IPX providers offer as described in section 2.3.
The DEA is the node that provides the interworking between public and private IP addresses, internal and external Realms using the 3GPP format defined in the IR.88 [9] and does topology hiding for security reasons. The DEA and Diameter Firewall are typically the nodes where providers locate the security function in the Diameter signalling exchange.
IR.88 [9] also describes an interconnection model where the service providers exchange messages over a secure connection using the IPX network as transit network but that architecture model is hardly implemented due to operational constraints. 
[bookmark: _Toc506554925][bookmark: _Toc524553340][bookmark: _Toc3993095][bookmark: _Toc506554937]Current security measures in the IPX network related to authenticity, integrity and confidentiality
The fact that IPX providers have access to the content of Diameter messages does mean that there are no security measures implemented for Diameter messages that travel through the IPX network. Confidentiality and integrity measures are taken, but only on a hop by hop basis. This mitigates to some extent eavesdropping and Man-in-the-middle attacks. 
The current measures do not contribute to provide end-to-end security between service providers. The lack of end-to-end security makes the IPX network particularly vulnerable for spoofing attacks. This could be exploited for a broad range of attacks and fraud.
IPX end to end security measures for LTE
This chapter describes the specific IPX end to end security measures for LTE with Diameter. 
[bookmark: _Toc498678054][bookmark: _Toc524553342][bookmark: _Toc3993097][bookmark: _Toc506554938]What to Protect
[bookmark: _Toc498678055]Interfaces to be protected
The implementation and use of this IPX Network End-to-End Security Solution is:
· Mandatory authentication, integrity and confidentiality protection for SMS on the (existing) S6c and SGd/GDd interfaces.
· Mandatory authentication, integrity and confidentiality protection on future Diameter interfaces. This is to ensure that all service providers in the IPX ecosystem apply this security mechanism from the start for these services and there are no exceptions that would break the total security concept for these services.
· Optional authentication, integrity and confidentiality measures on the existing S6a, S6d, S9 and S13 interfaces
For all above interfaces the following set of principles applies:
· Support of intermediate adding of AVPs by IPX providers
· Support of intermediate modification and deletion of non-encrypted AVPs by IPX providers, except for AVPs classified as not modifiable
[bookmark: _Toc498678056][bookmark: _Ref2626708][bookmark: _Ref2685277][bookmark: _Ref2958489]General ‘Rule of Thumb’ for AVPs that require protection
The general ‘rule of thumb’ for the AVP protection scheme within the secure perimeter (see for more details the description in section D.3.3) is as follows:
1. Confidentiality Protected (and Integrity Protected) – is required for all AVPs that contain user data (and subject to data protection regulations like GDPR), or other data where eavesdropping is a realistic threat (like authentication vectors).
Encrypt only those AVPs that contain sensitive user information to limit the impact of encryption (like backward compatibility issues with the transfer by existing DRAs and DEAs, the increase on the message length and the extra processing overhead).
The encryption is typically edge-to-edge between sending SP and receiving SP which makes these AVPs not accessible to intermediate entities like IPX providers unless the SP has delegated the AVP protection to its supporting IPX carrier. 
2. Integrity Protected – applies to all other AVPs except for the Route-Record. 
By default integrity protected AVPs are allowed to be modified (additions, deletions and changes) by intermediate entities like IPX providers, except for AVPs that are encrypted (see above) and for AVPs marked as not modifiable.
AVPs not modifiable typically refers to AVPs containing the Session ID, AVPs with vendor specific information as well as host names and realms to ensure trustworthiness and transparency of the AVP network routing information between sending SP and receiving SP. 
Please note in this context that IPX providers may accommodate incompatibilities of address formats like Origin-Realm and Destination-Realm as described in section 2.4.3. These AVPs fall in the category “Integrity Protected Unmodifiable” as their contents should not be changed or replaced because these AVPs are used by the edge operators to apply the correct keys for the protection schemes.
3. Not Protected – refers to the Route-Record to avoid that every hop needs to add a signature and to avoid backward compatibility issues with basic IP routing practices. Although the AVP Route-Record is not protected because modification, insertion or deletion of the AVP Route-Record is not detectable, such actions are undesirable as these will frustrate fault resolution and security in general.  
4. Grouped AVPs – the same protection applies to all AVPs, thus the nested AVPs shall be protected the same manner as the ‘parent’ AVP at the layer 0 of the Grouped AVP.
Measures are taken to ensure that IPX providers can still deliver both roaming and SMS hub services by splitting the secure perimeter in this case in 2 distinct parts. Please refer to D.3.3 for further details and the various scenarios of the secure perimeter.
[bookmark: _Toc486859210][bookmark: _Toc498678057][bookmark: _Ref2958494]AVP protection scheme for LTE
For the classification of confidentiality and integrity protection of AVPs, the protection values are specified as part of the Diameter Risk Classification matrix embedded in Annex A of this document. The matrix specifies per AVP the type of protection that applies to a specific AVP.
The following Table 53 shows the allowed values of the security columns that classify the type of protection per AVP in accordance to the rule of thumb in section D.3.1.2. The additional column “Semantics” clarifies the relationship between the values in the columns for the AVP protection scheme. The same colouring scheme (Orange, Yellow, White and Blue) is used in the Diameter Risk Classification matrix as embedded in Annex A of this document. 
	Confidentiality
Protected
	Integrity
	Not Protected
	Semantics

	
	Protected
	Modifiable
	
	

	Yes
	Yes
	No
	Not applicable
	If “Confidentially Protected”, then an AVP becomes automatically “Integrity Protected Unmodifiable”, see also the rule item 1 in section D.3.1.2 

	No
	Yes
	No
	Not 
applicable
	If “Integrity Protected”, an AVP may be “Modifiable” (includes addition and deletion) or “Unmodifiable”, see also the rule item 2 in section D.3.1.2 

	No
	Yes
	Yes
	Not 
applicable
	

	No
	No
	No
	Yes
	If neither “Confidentially Protected” nor “Integrity Protected”, then the AVP is not protected because modification of an AVP is not detectable, see also item 3 in section D.3.1.2


[bookmark: _Ref2684851] – AVP protection scheme for LTE
Below in Table 54 are some examples of AVPs and the reasoning why the AVP belongs in a certain category. 
	AVP
	Reasoning

	1 User-Name
1401 Terminal- Information
1448 XRES
	These sample AVPs contain sensitive data (like IMSI, IMEI and key material) that can be exploited by eavesdroppers. These AVPs fall in the category “Confidentiality Protected (and integrity Protected)”.

	296 Origin-Realm
283 Destination-Realm
	This sample AVP contains essential information about the sender and the routing of the message. This AVP falls in the category “Integrity Protected Unmodifiable” and should not be changed or replaced by IPX providers because the Origin-Realm and Destination-Realm are used by the edge operators to apply the correct keys for both the encryption scheme and the signing scheme. Please note that IPX providers may accommodate incompatibilities of address formats of realms as described in section 2.4.3.

	1433 STN-SR
	This sample AVP contains does not contain sensitive user information and IPX providers have a need to modify this AVP. The AVP falls in the category “Integrity Protected Modifiable”

	282 Route-Record
	The AVP Route-Record contains information about hops. Confidentiality protection is not appropriate since this AVP is used for routing in the Diameter base protocol. For the same reason integrity protection does not make sense, the amount route record AVPs change hop by hop resulting in every hop singing for changes which would drastically impact the performance. Hence the AVP falls in the category “Not Protected”


[bookmark: _Ref2684890] – AVP Example Categorisation for LTE
The details of this AVP Categorisation with the classification of confidentiality and integrity protection of AVPs, the protection values are included in the Diameter Risk Classification matrix as embedded in Annex A of this document.
[bookmark: _Toc524553343][bookmark: _Toc3993098]Where to protect
The most logical place to protect confidentiality and integrity is at the edge of the network of the service provider. 
It is important to limit the impact to a single network element; the most likely candidate is the DEA. Another good reason for implementing Diameter security at the DEA is that some MNOs implement topology hiding in their DEA. In doing this, the Origin-Host AVP is usually modified, and this may affect the result of an integrity check. A Diameter firewall is another element that could fulfil the function described in this document.
[bookmark: _Toc506554939][bookmark: _Ref521062137][bookmark: _Toc524553344][bookmark: _Ref536782322][bookmark: _Ref536784378][bookmark: _Toc3993099]Secure perimeter
The secure perimeter reaches from the edge of the sending entity to the edge of the receiving entity. In other words, the sending entity, usually a service provider, will apply integrity and confidentiality protection of AVPs for a receiving identity based on the edge of its network. The receiving entity, usually a service provider, judges the integrity of the integrity-protected AVPs and decrypts the encrypted.
The ‘rule of thumb’ in section D.3.1.2 and the corresponding classification of AVPs as in the Diameter Risk Classification matrix in Annex A describe the rules to be applied for each AVP within the secure perimeter. 
To cover the IPX provider requirements a number of different implementations of the secure perimeter will coexist:
1. Default secure perimeter as described in section D.3.3.1
2. Secure perimeter when operator delegates the security function to an IPX provider as described in section D.3.3.2
3. Secure perimeter in case of roaming/SMS hubbing as described in section D.3.3.3
[bookmark: _Ref2685490]Default secure perimeter
The default secure perimeter reaches from the edge of the network of the sending provider to the edge of the network of the receiving operator. The security measures required for end-to-end security will apply after topology hiding, if required. The secure perimeter is outlined in Figure 36 below:
[image: ]
[bookmark: _Ref497924639][bookmark: _Ref520991738] – Default secure perimeter 
The sending service providers’ DEA/firewall applies encryption measures as per AVP protection scheme towards the receiving service provider and signs the entire Diameter payload, except the Route-Record AVP. The receiving service providers’ DEA/firewall verifies the integrity and decrypts the encrypted AVPs, removes security related material and passes the Diameter message towards the intended network element. Both the sending and receiving operator use the Origin-Realm and Destination-Realm to apply the correct keys.
In case of an IPX provider, needs (and also if this is allowed) to apply changes to Diameter messages, the scheme in Figure 37 applies: 

[image: ]
[bookmark: _Ref536808954]– Secure perimeter in case of intermediate AVP modifications.
In case an IPX provider needs to make changes to AVPs within the secure parameter, including additions and deletions, it is obliged to verify the original signature first. After verifying the signature, the IPX provider may apply its changes and apply a new signature (voiding the previous one) and a “signing realm AVP” (e.g. <IPXprovider>.IPXnetwork.org to the message. The receiving service provider verifies the signature with key of the entity in the signing realm AVP and decrypts the message based on the Origin-Realm AVP. If both IPX providers need to make changes the second IPX provider verifies the signature of the first IPX provider.
[bookmark: _Toc506554940][bookmark: _Ref2685498]Secure perimeter when operator delegates security functions to the IPX Provider
The end-to-end protection function may be delegated from the service provider to the IPX provider. 
The sending or receiving service provider must in this case advertise the delegation of security functions in their IR.21 [61].
Figure 38 shows the secure perimeter if the sending service provider has delegated the Diameter end-to-end security function to its IPX provider:
[image: ]
[bookmark: _Ref506554004] – Secure perimeter in case of delegation of Diameter end to end security by the sender
In this example service provider 1 has delegated the Diameter end-to-end security function to IPX provider 1. This means that the confidentiality and integrity protection reaches from IPX provider 1 to service provider 2 only. In this case the receiver (service provider 2) must understand that although the Origin-Realm points to service provider 1, cryptographic keys between IPX provider 1 and service provider 2 are used.
Figure 39 shows the secure perimeter if the receiving service provider has delegated the security function to its IPX provider:
[image: ]
[bookmark: _Ref506554064] – Secure perimeter in case of delegation of Diameter end-to-end security by the receiver
In this case the receiving service provider has delegated the Diameter end-to-end security function to its IPX provider. Service provider 1 must be aware, when adding AVP protection that the end of the secure perimeter is IPX provider 2[footnoteRef:2]. Although the Destination-Realm points to service provider 2, AVPs need to be encrypted with the key of IPX 2. [2:  This is a challenge if service provider 2 has more than one IPX providers] 

[bookmark: _Ref2685472][bookmark: _Toc506554942]Secure perimeter in case of roaming/SMS hubbing
In case an IPX provider is providing LTE roaming hub as described in IR.80 [60]or a Diameter SMS hub (not yet specified in a PRD) it requires to manipulate or inspect AVPs that contain encrypted user data. In order to do so service provider 1 and service provider 2 both need to understand that there is a hub in between. Service provider 1 need to terminate the secure perimeter at the hub and from the hub a second secure perimeter will be present that terminates at service provider 2. :
In Figure 40  is this scenario outlined:  [image: ]
[bookmark: _Ref497925657] – Secure perimeter in case of roaming or SMS hubbing
If service provider 1 determines that there is a hub scenario for this particular call flow (for instance based on IMSI or MSISDN) the sending service providers’ DEA/firewall applies encryption measures as per AVP protection scheme towards the hub and signs the entire Diameter payload, except the Route-Record AVP. The hubs’ DEA/firewall verifies the integrity and decrypts the encrypted AVPs, removes security related material and applies the hub related changes. 
Hereafter, the hubs’ DEA/firewall applies encryption measures as per AVP protection scheme towards service provider 2 and signs the entire Diameter payload, except the Route-Record AVP. The receiving service providers’ DEA/firewall verifies the integrity and decrypts the encrypted AVPs, removes security related material and passes the Diameter message towards the intended network element.
IR.80 [60] suggests a number of ways to provide routing towards and from the hub based on manipulating Origin-Realm and Destination-Realm. The correct keys should be derived from there.
[bookmark: _Ref521596206][bookmark: _Toc524553345][bookmark: _Toc3993100][bookmark: _Toc506554943]How to Protect
This section specifies the implementation details of the AVP protection scheme for LTE as  outlined in sections D.3.1.2 and D.3.1.3. 
[bookmark: _Toc498678075]Relation between providing confidentiality and integrity
Integrity and confidentiality measures need to work together. The following sequence of actions generally applies to the AVP protection scheme:
1. As the confidentiality protected AVPs are to be encrypted, first the confidentiality measures need to be applied to these AVPs and included in an encrypted AVP container. See section D.3.4.2 for the implementation details.
2. Subsequently the integrity measures are applied on top of all AVPs, except for the Route-Record, by signing the entire contents and adding an AVP signature. In this process the encrypted container and the fields that are represented in the container, may not be changed. See section D.3.4.3 for the implementation details.
[bookmark: _Toc498678073][bookmark: _Ref2960900]The AVPs needing confidentiality (and integrity) protection and the AVPs needing integrity protection only are specified as part of the Diameter Risk Classification matrix embedded in Annex A of this document.
[bookmark: _Ref3147732]Providing Confidentiality Protection
For the encryption a symmetric scheme with the Datagram Transport Layer Security (DTLS) protocol is used for the selective set of AVPs as assigned in Annex A that need confidentiality protection. This includes perfect forward secrecy (PFS) to assure that session keys will not be compromised even if the private key of the server is compromised. The specifics of the key management procedure can be found in …
The solution works with two DTLS sessions IN/OUT between each pair of DEA/firewalls. The sessions are negotiated by using DTLS handshake over Diameter. After the session expires, a new DTLS handshake is initiated (till the new handshake is done, still the previous session is used). Use is made of Diameter messages for the exchange of the DTLS handshakes.
DTLS has been selected for the proof of concept (PoC) to ensure that the Diameter messages will be delivered in the proper order between SP1 and SP2 as there is no re-transmission mechanism for Diameter messages end-to-end. DTLS (compared to TLS) solves two problems: packet lost and reordering. DTLS implements packet retransmission, assigning sequence number within the handshake and replay detection.
As per https://tools.ietf.org/html/draft-friel-tls-atls-01 use is made of the keying material for the session (for subsequent Diameter messages) and the negotiated cipher suites (i.e. using the DTLS stack for the Encryption container AVP and the native/negotiated encryption supported by DTLS). However, no use is made for exporting the session keys from DTLS stack nor using it for some extra/application layer or custom encryption or signatures (i.e. for the Signatures AVP still use is made of the asymmetric signature model) 
In Diameter handshake messages are encapsulated the whole UDP+DTLS packets. Later in the Diameter protected messages the encrypted container is protected by DTLS/SSLEngine which was initiated by this DTLS handshake.
No need is foreseen to sign the Diameter message that provides the DTLS handshake as there is authentication in DTLS like in TLS handshake. MITM attacks should be prevented by properly configuring the trustore in the DEA/firewall only with trusted CAs.
Use is made of a DTLS handshake each way (2 different keys each direction) by using two DTLS handshakes and two DTLS sessions:
· DTLS session 1: from SP1 to SP2. 
· DTLS session 2: from SP2 to SP1. 
The main reason for this is that both ends can independently initiate the DTLS handshake and this is the easiest for implementation to prevent some synchronization problems or concurrent handshakes.
For performance and security reasons (to prevent dictionary/pre-computed attacks on the separate fields which could often contain the same value) the AVPs that need confidentiality protection, should be put together before performing encryption. Additionally, a time-stamp  shall be added before encryption to make it harder to use pre-computed attacks.
The encryption container (new grouped AVP) DESS_ENCRYPTED AVP does not introduce additional metadata as all nested fields of a Grouped AVP are encrypted in the parent field (i.e. the encryption is done only on top-protocol level. The AVPs or Grouped AVPs that are candidate for encryption are copied into the encryption container. After, the data is encrypted on byte level and stored in the DESS_ENCRYPTED AVP as OCTET STRING). 
Note 1	The confidentiality protected AVPs are only transferred in the encrypted AVP and no backward compatibility issues are foreseen with the routing by existing DRAs due to missing mandatory AVPs.
Note 2	After decryption the confidentiality protected AVPs could be reconstructed in a different order.
During the PoC no backward compatibility issues were experienced with the forwarding of the confidentiality protected information via existing DRA implementations:
· The confidentiality protected AVPs were only transferred in the encrypted AVP. The existing DRAs did not request any missing mandatory AVPs and the message was transferred normally.
· No issues were identified with the order of how the AVPs were reconstructed after decryption.
[bookmark: _Ref2960904]Providing Integrity Protection
Asymmetric cryptography is used whereby integrity protection applies to the entire contents of the message (including the encryption container as in section D.3.4.2) but except for the Route-Record AVP. A digital signature is added for which the standard approach is illustrated in Figure 41.
[image: ]  

[bookmark: _Ref497925923][bookmark: _Ref3147837] – Standard approach of protecting integrity of messages
Service provider A sends a message to service provider B via IPX provider A which is in this case a simplified message containing only 3 fields. 
· At the border of service provider A, the AVPs are ordered, then a digital signature is calculated from fields. Field 1 to 3 is signed with the private key of service provider A. 
· Service provider B will apply the same operation with the public key of service provider A. It will order AVPs, calculate signature of field 1 to 3 and compares the result with the signature received from service provider A. 
The standard approach applies if IPX provider A doesn’t makes any modifications to the integrity protected AVPs. In case intermediate IPX provider A makes modifications to the contents of the message, it will resign the message and overwrites the signature  in the digital signature field. 
Which public key service provider B need to use is indicated by the contents of the field “ DESS_Signing_Realm” of the Grouped SIGNATURE AVP is in Table 55:
1. Not present if the signature is the digital signature added by Service provider A. In this case Service provider B needs to use the Origin-Realm as indicator which key to use
2. If present, the DESS_Signing_Realm  points to the IPX provider that last signed the message
The structure of the Grouped DESS_SIGNATURE AVP is shown in Table 55:
	Name
	Description

	DESS_Signing_Realm 
	The indicator pointing to the entity that signed the message, if not present the Entity in the Origin-Realm AVP applies

	DESS_Digital_ Signature
	A digital signature representing all AVPs except Route-Record AVP, including the DESS_System_Time and the DESS_Signing_Realm (if present)  

	DESS_System_Time
	The system time in GMT


[bookmark: _Ref3149714] – Contents of the Grouped DESS_SIGNATURE AVP
This mechanism for integrity protection secures the exchange of Diameter messages both end-to-end and hop-by-hop and can be characterised as follows:
1. If intermediate IPX providers don’t make mutations, then SP B is able to verify the contents of the message by means of the DESS_Digital_Signature on the basis of the AVP Origin-Realm as reference for SP A. SP B will be able to detect if a hacker has spoofed the Origin-Realm and/or manipulated the contents of the message.
2. In case an intermediate IPX provider makes changes to a message, then this IPX provider takes responsibility for SP B and needs to perform the same verifications as the item above, again signing the message and adding its DESS_Signing_Realm in the SIGNATURE AVP. However, the IPX provider is not allowed to change the AVP Origin-Realm. The receiving SP B will be able to detect if a hacker has spoofed the identity of the IPX provider and/or manipulated the contents of the message.
3. A message may also be modified by a subsequent IPX provider using the signature of the preceding IPX provider that has modified the message. In principle there is no limitation of the number of intermediate IPX providers.
4. As a result, the Origin-Host AVP has end-to-end significance and can be trusted by the receiving SP B as the sender of the original message provided that intermediate IPX providers perform the checks as above. As a result, the Origin-Host has again a similar meaning as the Calling GT in SS7.
5. The receiving SP B is to make claims either direct by SP A (situation item 1) or by the preceding IPX provider (situations item 2 and item 3).
6. Any manipulation of the message contents is verifiable and works:
· End-to-end between SP A and SP B (if there is no manipulating IPX provider)
· Hop-by-hop in between manipulating IPX providers (and end-to-end for the confidentiality protected AVPs inside the DESS_ENCRYPTED AVP).
[bookmark: _Ref521601337][bookmark: _Toc524553346][bookmark: _Toc3993101]Load Distribution, Redundancy and Failover
The new section is to provide the Diameter specific guidelines in conjunction with the general guidelines in FS.21 either by reference to 3GPP standards when adequately covered there, or if absent, by guidelines to be included in this GSMA document.
With key management the use of a single key, like the procedures in S3-181937 describing the principle with 2 peering SEPPs, introduces the risk that with multiple SEPPs all interconnect points get compromised if this single key gets stolen. Alternatively, every relation between pairs of SEPPs needs to be allocated a unique set of keys which would introduce a cumbersome key management process.
Imagine DTAG and Orange would like to deploy multiple SEPPs for their interconnect traffic. With today’s DEAs this is normal practice and whereby both carriers agree on a mechanism to have the traffic distributed across their edge nodes. Normally a single realm per carrier will do the job.
In consultation with SA3 members Stefan Schroeder and Anja Jerichow, it was clarified that SA3 did not discuss (yet) how key management would interwork with load distribution, redundancy and failover in situations with multiple SEPP pairs.
It may be considered to apply similar principles as used for IPsec GWs: have multiple valid key sets at the same time. So you could invalidate some of them without breaking communication.
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